Alarm Email Example (10.1.5 draft)

Notify users by email — 10.1.5 workflow with bundled OAuth2 libraries.
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G) This page documents the 10.1.5+ workflow. Starting with FrameworX 10.1.5, the SMTP-over-OAuth2 libraries (Mai | Ki t , M neKi t , BouncyC
ast | e. Crypt ography, Googl e. Api s. Aut h) ship with the product by default. The separate DLL download (Emai | . r ar) required by the
10.1.4 page is no longer needed. For 10.1.4 behavior, see the parent page.

This solution demonstrates how to send alarm notifications by email using OAuth2 authentication against Gmail or Microsoft 365 (Outlook). All required
libraries ship with FrameworX 10.1.5 — the only preparation step is obtaining OAuth2 credentials from your provider.

Technical Information

The method Al ar nEvent s( Al arnEvent | nfo[] events) is automatically called whenever a conditional alarm event occurs. It receives an array of
events and processes the first one to send a notification.

Required Libraries (shipped by default in 10.1.5)
The following libraries are available to server-side scripts out of the box — no Emai | . r ar download, no manual DLL copy:

Mai | Ki t — SMTP client with OAuth2 XOAUTH2 SASL support

M nmeKi t — MIME message construction

BouncyCast | e. Crypt ogr aphy — cryptography primitives used by MimeKit

Googl e. Api s. Aut h — Google OAuth2 flow for Gmail

M crosoft.ldentity. dient (MSAL) — Microsoft OAuth2 flow for Outlook and Microsoft 365

Alarm Script — Direct MailKit Pattern

Add the following namespace declarations to the Script Task (in the NamespaceDeclarations field, not the code body):

M nmeKit; Mail Kit. Net.Sntp; Mai [ Kit.Security

Script Task body:
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public void Al arnEvents(Al arnEventlnfo[] events)

{
if (events == null || events.Length == 0)
return;
Al arnEventInfo ev = events[0];
@nfo. Trace("Alarmevent state = " + ev. State. ToString());
/'l Only send for new y-active alarns
if (ev.State !'= 1)
return;
string body =
"Time: " + ev. ActivelLocal Tine. ToString() + "\n" +
"Message: " + ev.Message + "\n" +
"Area: " + ev. Area + "\n" +
"G oup: + ev. G oup + "\n" +
"Tag: " + ev. TagNane + "\n";
// Build the M ME nessage
var msg = new M neMessage();
nmsg. From Add(new Mai | boxAddr ess(" Franmewor X Al arns", @ag.fronEmail));
nsg. To. Add( new Mai | boxAddress("Operator", @ag.toEmil));
nmsg. Subject = "Alarm " + ev. Message;
msg. Body = new TextPart("plain") { Text = body };
/1 Acquire QAuth2 bearer token (see 'Credentials' section for provider setup)
string bearer = Get QAut h2AccessToken();
/1 Send via SMIP with XOAUTH2 SASL
using (var client = new Sntpdient())
{
client.Connect("sntp.gmail.con', 587, SecureSocketQptions.StartTls);
client.Aut henticate(new Sasl Mechani smOAut h2( @ag. fronEnmai |, bearer));
client.Send(nsg);
client.Disconnect(true);
}
@nfo. Trace("Alarmenunil sent to " + @ag.toEmil);
}

The Get QAut h2AccessToken() helper belongs in a reusable Script Class and wraps your provider's token flow — see the Credentials section below for
Gmail and Outlook specifics. For Outlook / Microsoft 365 replace the SMTP host with snt p. of fi ce365. com

Credentials

OAuth2 replaces username/password authentication for Gmail and Outlook. You need to register an OAuth2 application with your provider and obtain
client credentials before the script can acquire access tokens.

For Gmail
To authenticate with Gmail via OAuth2, generate a Client ID and Client Secret through the Google Cloud Console:

Go to Google Cloud Console

Create or select a project

In APIs & Services > Library, search for and enable the Gmail API

In OAuth consent screen, choose External, then set app name, support email, and developer contact info

In Credentials, click Create Credentials > OAuth Client ID and choose Desktop App

After creating, you'll receive your Client ID and Client Secret

Back in OAuth consent screen, scroll to Test users and add your own Gmail address (required while the app is in testing)

Use the credentials in your token-acquisition helper — typical pattern with Googl e. Api s. Aut h:

/'l Stored as Framewor X tags or Secrets —never hardcode in production
string clientld = "your-client-id.apps. googl eusercontent.conf;
string clientSecret = "your-client-secret";



For Outlook / Microsoft 365
To authenticate with Outlook using OAuth2, register an application in the Azure portal:

Go to Azure portal > Microsoft Entra ID > App registrations

Register a new application and note the Application (client) ID and Directory (tenant) ID

Define redirect URIs appropriate to your flow (typically ht t p: / /| ocal host for desktop apps)

Under API permissions, grant Microsoft Graph Mai | . Send (or the legacy SMTP SMIP. Send scope, depending on tenant policy)
Use the MSAL library (M crosoft.ldentity. d i ent) to acquire tokens

Point the MailKit Snt pCl i ent atsnt p. of fi ce365. comon port 587 with Secur eSocket Opti ons. St art Tl s and the same Sas| Mechani snOAut h2
pattern as the Gmail example.

Security Notes

® Never hardcode client secrets in scripts. Store them as FrameworX tags, use the Secr et s module, or read from an OS-level secret store.

® OAuth2 tokens expire. Cache the access token and its expiration; refresh before sending when the TTL is near zero. Do not acquire a new
token on every alarm.

® For on-premise SMTP relays (corporate Exchange, Postfix, plant mail gateway), OAuth2 is often not required — use basic authentication or
anonymous relay via the same MailKit Snt pCl i ent, just without Sasl Mechani snDAut h2. This is the typical scenario for industrial sites without
internet access to Gmail or Microsoft 365.
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